OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE
6000 DEFENSE PENTAGON
WASHINGTON, DC 20301-6000

February 21, 2001

COMMAND, CONTROL,
COMMUNICATIONS, AND
INTELLIGENCE

MEMORANDUM FOR CHIEF INFORMATION OFFICER, DEPARTMENT OF THE ARMY
CHIEF INFORMATION OFFICER, DEPARTMENT OF THE NAVY
CHIEF INFORMATION OFFICER, DEPARTMENT OF THE AIR FORCE
CHIEF INFORMATION OFFICERS, DEFENSE AGENCIES
DIRECTOR OF JOINT STAFF
DIRECTOR, COMMAND, CONTROL, COMMUNICATIONS
AND COMPUTERS, JOINT STAFY (1-6)

SUBJECT: DoD Information Technology (IT) Registry

Section 8102(2) of the FY 2001 National Defense Appropriation Act and Section 811(a) of the FY
2001 National Defense Authorization Act states that no funds appropriated in FY 2001 may be used
and prohibits awarding contracts for mission critical (MC)/mission essential (ME) IT systems unless
they are registered with the DoD CIO. The Secretary of Defense must report to Congress on the status
of Section 811(a) implementation on April 1 for the next three years starting in 2001. We will continue
to use the DoD [T Registry as the system of record to maintain system registration to comply with
congressional requirements and to serve as a technical repository to support CIO assessments.

As with last year's registration, CINC/Service/Agency CIOs will certify to the DoD CIO, by
letter, all MC/ME IT systems have been registered by March 22, 2001. The attached DoD IT
Registry Implementation Instructions provide additional details for updating this key registry.
My POC for the DoD IT Registry is Mr. Gary Evans @ (703} 602-0980 x137 or
oary.evans @osd.mil.

In a manner prescribed by their respective C1Os, each CINC/Service/Agency will maintain
interface data and contingency plans for each registered MC/ME IT system. Additional information on
nexl year's certification requirements for interfaces and contingency plans will be provided at a later

date.
Paul R. Brubaker
Deputy Assistant Secretary of Defense
(Deputy C10)
Attachment:
As Stated
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DoD IT REGISTRY
IMPLEMENTING INSTRUCTIONS

SUBJECT: DaD IT Regigtry Implementing Instructions

Section 8102(a) of the FY 2001 National Defense Appropriation Act and Section 811(a) of the
FY 2001 Nationd Defense Authorization Act require that:
Each DoD MC/ME IT system be registered with the DoD CIO,
A consolidated inventory of those systems be maintained,
I nterfaces between those systems and other systems must be identified, and
Contingency plans must be developed and maintained.

What must be Registered

The referenced legidation states that unless registered: funds appropriated in FY 2001 may not
be used for MC/ME IT systems, and prohibits DoD from awarding contracts for MC/ME IT
systems, or gpproving milestones for Mgor Automated Information Systems (MALS). The
Secretary of Defense must report to Congress on the status of Section 811(a) implementation on
April 1, 2001, 2002, and 2003.

The DoD IT Registry mugt contain dl MC/ME IT systemsthat are fielded, aswell asdl the
MC/ME IT systemsin devdopment, i.e, dl Acquisition Category | through IV programs.

An information system is defined in Section 3502(8), Title 44, United States Code
(USC).

“(8) theterm ‘information system’ means a discrete set of information resources
organized for the collection, processing, maintenance, use, sharing, dissemination, or
dispogtion of information;”

The acoepted DoD definition of ‘Information Technology’ is contained within Title
40, USC 1401, Sec. 5002(3), dso known as The Clinger-Cohen Act of 1996:

“(3) Information Technology - (A) The term ‘information technology’, with
respect to an executive agency means any equipment or interconnected system or
subsystem of equipment, that is used in the automatic acquisition, sorage,
manipulation, management, movement, control, display, switching, interchange,
transmission, or reception of data or information by the executive agency ...

(B) Theterm ‘information technology’ includes computers, ancillary equipment,
software, firmware and smilar procedures, services (including support services),
and related resources.



(C) Notwithstanding subparagraphs (A) and (B), the term ‘information
technology’ does not include any equipment that is acquired by a Federa
contractor incidental to a Federal contract.”

Title 40, USC 1401, Sec. 5142 also defines *Nationd Security Systems':

“(a) DEFINITION - In this subtitle, the term ‘nationa security system’ means
any tdlecommunications or information system operated by the United States
Government, the function, operation, or use of which--

(1) involvesintdligence activities,

(2) involves cryptologic activities related to nationd security;

(3) involves command and control of military forces,

(4) involves equipment that is an integra part of a weapon or weapons
system; or

(5) subject to subsection (b), is criticd to the direct fulfillment of military or
intdlligence missons.

(b) LIMITATION — Subsection (a)(5) does not include a system that isto be
used for routine administrative and business gpplications (e.g., payrall, finance,
logidtics, personnd management).”

DoD Ingtruction 5000.2, Change 1, dated January 4, 2000, defines ‘weapon system’ as.

“A ‘wegpon system’ isan item or set of itemsthat can be used directly by
warfighters to carry out combat or combat support missions to include tactical
communications sysems.”

For theinitid registration, March 22, 2001, wegpon systems should be included at the
system levd rather than the subsystem levd.

Findly, the following definitions for ‘Misson Critica Information Technology System
and ‘Misson Essentid Information Technology Systemn’ are now included in
DoDI 5000.2, Change 1, dated January 4, 2001

“E.2.1.12. Misson Criticd Information Sysem A systemthat meets the
definitions of "information sysem’ and ‘nationd security system’ in the Clinger-
Cohen Act, the loss of which would cause the stoppage of warfighter operations
or direct mission support of warfighter operations. (Note: The designation of
mission critical should be made by a Component Head, a CINC or their designee))
Mission Critical Information Technology System has the same meaning asa
Mission Criticd Information System.

E.2.1.13. Misson Essentid Information System. A system that meets the
definition of *information sysem’ in the Clinger-Cohen Act, that the acquiring
Component Head or designee determinesis basic and necessary for the
accomplishment of the organizational misson. (Note: The designation of mission
essentid should be made by a Component Head, a CINC or their designee.)




Mission Essentia Information Technology System has the same meaning asa
Mission Essentid Information System.”

Registration

To obtain an account for the DoD IT Registry, users should register on the NIPRNet at
https./Amnww.itdb.c3i.osd.mil (or on the SIPRNet at http://207.85.97.11) by completing
the on-line gpplication form for new users. Upon verification of identity, new userswill
be granted access to the DoD IT Regisiry by the DoD IT Regidtrar.

DoD Component ClOs are responsible to ensure dl MC/ME IT systems are registered
and updated on a quarterly basis, asfollows:

1

2)

3)

4)

5)

The current DoD IT Registry shdl be used to build the consolidated inventory of
DoD systems as required by Section 8102(a) of the FY 2001 National Defense
Appropriation Act and Section 811(a) of the FY 2001 National Defense
Authorization Act:

“...maintain a consolidated inventory of Department of Deferse misson critica
and misson essentid information systems...”

Each Component will firgt vaidate their existing entriesin the DoD IT Regidiry to
determine that their entries are il vaid consdering the recently published
definitions of Misson Critica Information Technology System and Mission Essentid
Information Technology System from DoDI 5000.2, Change 1, dated January 4, 2001
above.

All entries that are not MC/ME IT systems under the new definitions should be
removed from the DoD IT Regigtry. Components will coordinate the deletion of

those registry entries with the DoD IT Regigrar, who will remove them from the

DoD IT Regidry.

Aswas done with previous year’ s regigration efforts, each Component CI1O will
certify by letter to the DoD CIO that their MC/ME IT systems have dl been
registered. These certification letters are to be provided by March 22, 2001, 2002,
and 2003.

My POC for the DoD IT Registry is Mr. Gary Evans, (703) 602-0980 extension 137,
Gary.Evans@osd.mil.

Inlast years I T regidration, some DoD components did not fill al required data fields
(suchas ACQ_CATEGORY or FUNC_AREA) for each registered IT system. The data
fiddsin Table 1 of Appendix C will be used for the IT sysems registered and certified

by March 22, 2001.



| dentification of System | nterfaces

The complete text of Section 8102 isat Appendix A. Text of Section 811 iscontained in
Appendix B. Section 811(a) actualy contains the language that requires DoD to:

“...identify interfaces between those systems and other information systems,...”

Oncethe DaD IT Regigry entries are certified by each Component, the resulting list of MC/ME
IT systems becomes the officid list for which each Component must identify system interfaces.

One additiona datafield (Y es/No flag) will be added to the DoD IT Registry and used to
indicateif the dl of the system interfaces for any particular IT System have been
identified. Components should start updating the interface data field in the Regidry.

The DoD god isto be able to certify next year that adl system interfaces have been
identified.

A sysem interface is defined as an exchange of data from one system (the sending system) to
another (the recaiving system). The data output from the sending system becomes a data input
to the receiving system. The exchange need not be a direct e ectronic connection. It could take
place viamagnetic tape or viathe NIPRNet for example. Interface datawill be maintained in
electronic format by each Component in amanner prescribed by the Component CIO.

By March 22, 2002, Components will be required to certify that interfaces have been identified
fordl MC/ME IT systems.

Contingency Plans

Findly, Section 811(a) contains the language which requires DaD to:

“...develop and maintain contingency plans for responding to a disruption in the operation
of any of those informeation systems...”

Oncethe DoD IT Regisiry entries are certified by each Component, and the interfaces are
identified for each of those systems, the basdline information is & hand to develop and maintain
contingency plans.

A contingency plan in thislegidation is narrowly aimed a “responding to adisruption in the
operation of those information systems’ and is not amed at awider definition of performing the
business function itself without benefit of automation over along time period. It is known and
expected that most DoD systems have existing contingency plansin place, such as Continuity of
Operations Plans (COOPs), which are designed to respond to disruptions in the operation of
information sysems. There is no requirement to forward contingency plansto the OSD levd.
These plans rightly belong with the operations saffs who run these systems.

One additiona datafield (Yes/No flag) will be added to the DoD IT Registry and used to
indicate if the contingency plan for the system has been written. Components should Sart



updating the contingency plan data field in the registry. The DoD god isto certify next year that
contingency plansarein placefor dl MC/ME IT systems.

By March 22, 2002, Component CIOs will be required to certify that contingency plansarein
placefor al of their MC/IME IT systems.

Top Secret/Senstive Compartmented | nfor mation (TS'SCI) Systems

TS/'SCI MC/ME IT systems are required to be registered. Further guidance will be
provided to the DoD community via separate correspondence.

Special Access Programs

The POC for the Specia Access Programs registration is LTC Mike Grove a (703) 697-1282
michadl .grove@osd.mil. All Specia Access Programs will follow the guidance in the DoD
Specia Access Program Centrd Office (SA PCO) Director memorandum of March 31, 2000
and should forward their reports through appropriate channels to the following offices

DACS-DMPfor the Army,

N-89 for the Navy,

SAF/AAZ for the Air Force, and

OUSD (AT&L)/DSPfor dl others.

New Data Fields and Requirements

The DoD IT Regidry IPT isreviewing additiona data fields to be added to the DoD IT Regigry
a thistime. Oncethe datafield is approved, the datafield will be added for the next quarterly
update.



APPENDIX A

The Complete Text of Section 8102, DoD FY 2001 Appropriation Act, PL 106-259
(Signed August 9, 2000) which originated from H.R.4576

Department of Defense Appropriations Act, 2001 (Enrolled Bill (Sent to President))

SEC. 8102. (@) REGISTERING INFORMATION TECHNOLOGY SYSTEMSWITH
DOD CHIEF INFORMATION OFFICER- None of the funds gppropriated in this Act
may be used for amisson critica or misson essentia information technology system
(including a system funded by the defense working capitd fund) thet is not registered

with the Chief Information Officer of the Department of Defense. A system shdl be
considered to be registered with that officer upon the furnishing to that officer of notice

of the system, together with such information concerning the system as the Secretary of
Defense may prescribe. An information technology system shdl be consdered amission
critica or mission essentia information technology system as defined by the Secretary of
Defense.

(b) CERTIFICATIONSASTO COMPLIANCE WITH CLINGER-COHEN ACT- (1)
During the current fisca year, amgor automated information system may not receive
Milestone | approval, Milestone |1 approvd, or Milestone 111 approval, or their
equivaent, within the Department of Defense until the Chief Information Officer
certifies, with respect to that milestone, that the system is being developed in accordance
with the Clinger-Cohen Act of 1996 (40 U.S.C. 1401 et seq.). The Chief Information
Officer may require additiond certifications, as appropriate, with respect to any such
sysem.

(2) The Chief Information Officer shal provide the congressond defense committees
timely notification of certifications under paragraph (1). Each such natification shdl
include, a aminimum, the funding basdline and milestone schedule for each system
covered by such a certification and confirmation that the following steps have beentaken
with respect to the system:

(A) Business process reengineering.

(B) An andysis of dterndtives.

(C) An economic andysisthat includes a cdculation of the return on investmen.
(D) Performance measures.

(E) An information assurance strategy consstent with the Department’ s Global
Information Grid.

(c) DEFINITIONS- For purposes of this section:
(1) Theterm *Chief Information Officer’ meansthe senior officid of the

Department of Defense designated by the Secretary of Defense pursuant to section 3506
of title 44, United States Code.



(2) Theterm ‘information technology system’ has the meaning given the term
‘information technology’ in section 5002 of the Clinger-Cohen Act of 1996 (40 U.S.C.
1401).

(3) The term ‘mgor automated information system’ has the meaning given that
term in Department of Defense Directive 5000.1.



APPENDIX B

The Complete Text of Section 811 of the DoD FY 2001 Authorization Act
(Signed October 30, 2000)

SEC. 811. ACQUISITION AND MANAGEMENT OF INFORMATION
TECHNOLOGY.

(& Responghility of DOD Chief Information Officer Reating to Mission Critica and
Mission Essentid Information Technology Systems: Section 2223(a) of title 10, United
States Code, is amended--

(1) by striking ‘and’ at the end of paragraph (3);
(2) by driking the period at the end of paragraph (4) and inserting ‘; and’; and
(3) by adding at the end the following:

‘(5) maintain a consolidated inventory of Department of Defense mission critica and
mission essentid information systems, identify interfaces between those systems and
other information systems, and develop and maintain contingency plans for responding to
adisruption in the operation of any of those information systems.”.

(b) Minimum Planning Requirements for the Acquisition of Information Technology
Systems:. (1) Not later than 60 days after the date of the enactment of this Act,
Department of Defense Directive 5000.1 shdl be revised to establish minimum planning
requirements for the acquidition of information technology systems.

(2) Therevised directive required by (1) shal--

(A) include definitions of the terms *mission critical information sysem’ and ‘mission
essentid information system’;

(B) prohibit the award of any contract for the acquistion of amisson critical or misson
essentid information technology system until--

(i) the system has been registered with the Chief Information Officer of the Department
of Defensg;

(i) the Chief Information Officer has recaived dl information on the system thet is
required under the directive to be provided to that officid; and

(ii1) the Chief Information Officer has determined that thereisin place for the system an
gppropriate information assurance strategy; and

(©) require that, in the case of each system registered pursuant to subparagraph (B)(i), the
information required under subparagraph (B)(ii) to be submitted as part of the regigtration



shall be updated on not lessthan a quarterly basis.

(c) Milestone Approva for Mgor Automated Information Systems. The revised directive
required by subsection (b) shdl prohibit Milestone | approva, Milestone |1 approvd, or
Milestone Il gpprova (or the equivaent) of a mgor automated information system
within the Department of Defense until the Chief Information Officer has

determined that--

(2) the system is being developed in accordance with the requirements of divison E of
the Clinger-Cohen Act of 1996 (40 U.S.C. 1401 et seq.);

(2) appropriate actions have been taken with respect to the system in the areas of business
process reengineering, anayss of dternatives, economic anadys's, and performance
messures, and

(3) the system has been registered as described in subsection (b)(2)(B).

(d) Notice of Redesignation of Systems: (1) Whenever during fisca year 2001, 2002, or
2003 the Chief Information Officer designates a system previoudy designated as a mgjor
automated information system to be in a designation category other than amgjor
automated information system, the Chief Information Officer shdl notify the
congressiona defense committees of that designation. The notice shall be provided not
later than 30 days after the date of that designation. Any such notice shall include the
rationde for the decison to make the designation and a description of the program
management oversight that will be implemented for the system so designated.

(2) Not later than 60 days after the date of the enactment of this Act, the Chief
Information Officer shal submit to the congressiona defense committees a report
specifying each information system of the Department of Defense previoudy designated
asamgor automated information system thet is currently designated in a designation
category other than amgor automated information system including desgnation asa
‘gpecid interest mgor technology initiative . The report shall include for each such
system the information specified in the third sentence of paragraph

D).

(&) Annud Implementation Report: (1) The Secretary of Defense shdl submit to the
congressiond defense committees, not later than April 1 of each of fisca years 2001,
2002, and 2003, areport on the implementation of the requirements of this section during
the preceding fiscal year.

(2) Thereport for afisca year under paragraph (1) shdl include, a aminimum, for each
magor automated information system that was approved during such preceding fiscal year
under Department of Defense Directive 5000.1 (as revised pursuant to subsection (b)),
thefollowing:

(A) Thefunding basdine.

(B) The milestone schedule.

(C) Theactions that have been taken to ensure compliance with the requirements of this
section and the directive.

(3) Thefirgt report shal include, in addition to the information required by paragraph (2),
an explanation of the manner in which the responsible officids within the Department of



Defense have addressed, or intend to address, the following acquisition issues for each
mgor automated information system planned to be acquired after that fisca year:

(A) Requirements definition.

(B) Presentation of abusiness case andys's, including an analyss of dternatives and a
caculation of return on

invesment.

(C) Performance measurement.

(D) Test and evauation.

(E) Interoperability.

(F) Cogt, schedule, and performance basdines.

(G) Information assurance.

(H) Incrementd fielding and implementation.

() Risk mitigation.

(J) Therole of integrated product teams.

(K) Issues arising from implementation of the Command, Control, Communications,
Computers, Inteligence,

Surveillance, and Reconnai ssance Plan required by Department of Defense Directive
5000.1 and Chairman of the

Joint Chiefs of Staff Ingtruction 3170.01.

(L) Oversight, induding the Chief Information Officer’s oversght of decision reviews.
(f) Définitions. In this section:

(1) Theterm *Chief Information Officer” means the senior officia of the Department of
Defense designated by the Secretary of Defense pursuant to section 3506 of title 44,
United States Code.

(2) Theterm ‘information technology system’ has the meaning given the term
‘information technology’ in section 5002 of the Clinger-Cohen Act of 1996 (40 U.S.C.
1401).

(3) Theterm *mgor automated information systlem’ has the meaning given that term in
Department of Defense Directive 5000.1.
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APPENDIX C

DoD IT Registry
Field Definitions and Value Tables
Tablel1l. DoD IT Registry Format

Field Name Fied Size Field Description

*COMPONENT 25 Executive Agency or DoD Component that ownsthisMC/ME
IT system and isforwarding the data file to the data repository.
For acceptable values, see Table 2 below.

*SYSTEM_ID 20 Thedistinct System Identification Number or Code used on the
Component’ s database for this MC/ME IT system.

*MISSION_CRITICAL 2 Themission criticality of thisIT system. Acceptablevaluesare
MC or ME.

SYSTEM_ACRONYM 30 A shortened or commonly used name or abbreviation (upper
case) for thisMC/ME IT System.

SYSTEM_NAME 100 The full descriptive name for this MC/ME IT system (upper
Case).

SYSTEM_DESCRIPT 255 A free form text description of the system, itsfunction, and uses.

*ACQ_CATEGORY 3 The acquisition category for this program. For acceptable
values, see Table 3below.

*FUNC_AREA 50 Relates to the functions under which this particular MC/ME IT
system isreported. For acceptable values, see Table 4 below.

SEC_FUNC_AREA 50 For useif thisMC/ME IT system has a secondary function. For
acceptable values, see Table 4 below.

TERC _FUNC _AREA 50 For useif thisMC/ME IT system has atertiary function. For
acceptable values, see Table 4 below.

PM_NAME 50 First and Last name of Program Manager (PM) or POC for this
MC/ME IT System

PM TITLE 10 Rank, Grade, and Title of PM or POC.

PM_ORGANIZATION 50 Organization of PM or POC.

PM_COM_PHONE 18 Commercia phone number of PM or POC.

PM_DSN_PHONE 18 Defense Switched Network phone number of PM or POC.

PM_EMAIL 100 Email address of PM or POC

BIN 6 Insert the Budget Initiative Number if it exists, from the
Information Technology Management Application (ITMA)
Database.

INTERFACES IDENTIFIED 3 Indicatesif the system interfaces between thisMC/ME IT
system and other systems have all been identified. Acceptable
valuesare Yes, No, or NA.

CONTINGENCY_PLAN 3 Indicatesif a contingency planisin place to account for
disruptionsin the operations of this system. Acceptable values
areYes, No, or NA.

DODREGID 8 Registration identifier. For instructions, see Table 5 below.

Optional field that isnot reguired for March 2001.

“** These fields must be populated with acceptable values or the record will be regjected.
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Table 2. Acceptable Valuesfor Component

DoD COMPONENTS

Army BMDO
Navy DARPA
USAF DCAA
usmcC DeCA
Joint Staff DFAS
JFCOM DHRA
CENTCOM DISA
EUCOM DLA
PACOM DSCA
SOCOM DSS
SOUTHCOM DTRA
SPACECOM AFIS
STRATCOM OASD/HA
TRANSCOM OSD (ALL)
DoDIG NORAD
WHS USFK
DUSD (ES) DIA
NIMA NRO

NSA DCMA
WHCA

Table 3. Acceptable Valuesfor Acquisition Category

ACQUISTION
CATEGORY
I
1D
IC
A
IAM
IAC
[l
A
11
\%

NA
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Table 4. Acceptable Valuesfor Functional Area

FUNCTIONAL AREAS

Allies

Civilian Personnd

Command and Control

Communicaions

COMSEC

Economic

Environmenta Security

Fecilities

Finance

Hedlth

Human Resources

Information Management

Inspector General

Intelligence

Logigtics

Military Personnd and Readiness

Nuclear

Nuclear, Chemicd, and Biologica

Personnd and Readiness

Procurement

Reserve Components

Sdientific and Engineering

Space and Weather

Test and Evduation

Traners

Weagpons

NA
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Table5. Ingtructionsfor Registration Identifier

The DODREGID is an 8-character identifier used to uniquely identify sysemsin the

DoD IT Regigtry. Thisunique identifier is crested by the Components when a system
entry is created. The valid characters in the DODREGID are the uppercase letters and the
digits 0 thru 9 [ABCDEFGHIJKLMNOPQRSTUVWXY Z0123456789]. Thefirst 2
positions of the 8-character 1D are assigned by OSD to each Component in accordance
with the table below. The remaining 6-characters are assgned by the Component. The
DODEGID mug dways contain 8 vadid characters. Thisfield is optiond for the March
2001 regigtration.

Component ID Range
AFIS AA
Army AB
BMDO AC
CENTCOM AD
DARPA AE
DCAA AF
DCMA AG
DeCA AH
DFAS Al
DHRA AJ
DIA AK
DISA AL
DLA AM
DoDIG AN
DSCA AO
DSS AP
DTRA AQ
DUSD (ES) AR
EUCOM AS
JFCOM AT
Joint Staff AU
Navy AV
NIMA AW
NORAD AX
NRO AY
NSA AZ
OASD/HA BA
OSD (ALL) BB
PACOM BC
SOCOM BD
SOUTHCOM BE
SPACECOM BF
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STRATCOM BG
TRANSCOM BH
USAF Bl

USFK BJ
USMC BK
WHCA BL
WHS BM
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